Free Security Assessment &

Helpful Observations

Doe Family Medical, PLLC —TEcHNOLOGY GROUP —
Prepared by Gawa Technology Group - October 7, 2026

Quick note

Thanks for completing our questionnaire. We put this together as a general FYI to help. It uses only publicly
available information. It is not an audit or full security scan. Many of these items are very common and are
simply easier to spot from the outside. Please share it with your IT resource as you see fit.

How this was gathered

We did not scan, connect to, log into or test any Doe Family Medical systems. We looked up what public
sources have already recorded, and we made one ordinary visit to your public home page, the same as any
customer would. We have not verified the current configuration of anything below, and things may have
changed since the dates shown. Each source and date is listed in section 7, with the records attached as
Exhibits A through E.

What's already working well

e Email runs on Microsoft 365.

« SPF is set up correctly with a strict ( -all) policy, so receiving servers know only authorized systems
may send as doefamilymed.example.

o DKIM signing is in place with a modern 2048-bit key.

* Your website is hosted separately from your office network, and its certificate is valid.

» Your office internet connection is a business line, consistent with the address you submitted.
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At a glance

Each item uses the same rating cards as our Learn library, so clicking "Learn more" takes you to a fuller
explanation in the same terms. Cost and effort run 1 (low) to 3 (high).

Domain renewal and transfer lock Soon

Your email and website both depend on this domain; an expired or unlocked domain can be lost or moved without
your approval.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
[ ] [ ) Hours You Gawa High RDAP, Oct 7
renewal fee a few settings

Worth confirming: domain renews in about 10 weeks and transfer lock is off. Learn more

Remote access and camera recorder reachable from the internet Soon

Remote-access tools and cameras exposed to the internet are a common target when firmware and sign-in aren't
kept current.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
( X ) 000 Days-weeks IT Gawa High Netlas, Oct 6
if updates needed IT work

Worth confirming: firmware and hotfix level, and MFA for remote access. Learn more

Email domain protection (DMARC) Next few weeks

Until DMARC moves past monitor-only, others can still send email that looks like it comes from your domain.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
[ ) [ X ) Hours-weeks IT Gawa High Email review, Oct 7
record is free easy to start

Worth confirming: add a reporting address, then move DMARC gradually toward enforcement. Learn more

Microsoft 365 account settings Next few weeks

A stolen password alone shouldn't be enough to reach your email and files.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
o ( X J Hours-weeks You IT Gawa High Mail records
built-in enroll everyone

Worth confirming: MFA on every account, sign-in activity, forwarding rules, app access. Learn more

Patient-facing page has a tracking pixel Next few weeks

Tracking pixels on patient pages can raise compliance questions for a medical practice. General information, not legal
advice.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
[ ] ( X ) Days IT Gawa Medium Home-page visit
usually none review + remove

Worth confirming: whether these pixels belong there, with your compliance contact. Learn more
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Website platform and security headers When convenient

Outdated site software and missing headers are routine maintenance worth keeping current.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
[ ] ( X ) Hours-days IT Gawa Medium Home-page visit
host task updates

Worth confirming: update WordPress and components; your host can add standard headers. Learn more

Business phone number protection When convenient

A port-out PIN helps stop someone moving your business number to another carrier without permission.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
o o Hours You Gawa Medium Good practice
usually free one call

Worth confirming: ask your carrier for a port-out PIN on (252) 555-0148. Learn more

Internet service registration record FYI only
Background only. A common older ISP assignment record. Nothing needed.

COST EFFORT TIME TO FIX WHO CONFIDENCE SOURCE
N/A N/A = — High RDAP, Oct 7

Shared for reference only.

Cost and effort: 1 (low) to 3 (high). Confidence reflects how sure we are of what was observed, not whether a problem exists.
Timing is our suggestion, not a deadline. These are the same ratings you'll see on each Learn page.

By area
EMAIL & DOMAIN WEBSITE & HOSTING ACCOUNTS PHONE & LISTINGS
Worth confirming Worth confirming Worth confirming Worth confirming

INTERNET-FACING
Worth confirming

1. Email and domain protections

Criminals sometimes send emails that pretend to come from a real company, often asking its customers to
update payment details. The settings below help email providers recognize and stop those messages, protecting
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both Doe Family Medical and its patients. These are observations from an email authentication review on
October 7, 2026 (Exhibit A).

Setting Current state Suggested improvement

SPF Set up correctly, strict policy No change needed.

DKIM Active, 2048-bit key No change needed.

DMARC Present, policy p=none, no Add a reporting address so you can see who sends
reporting address email as your domain. Then move gradually to

quarantine and reject once legitimate senders
are confirmed.

MTA-STS / TLS- Not observed Optional. These help ensure email sent to you travels

RPT encrypted.

DNSSEC Not enabled Optional. It protects your domain's DNS answers from
tampering.

Domain registration

Your domain renews in about ten weeks and its transfer lock is currently off. It's worth renewing early (a multi-
year registration avoids surprises) and turning on the registrar's transfer lock, which helps keep the domain from
being moved without your approval.

Microsoft 365 account settings

Your Microsoft 365 administrator may want to confirm: multi-factor authentication for every account; recent
sign-in activity; mailbox forwarding and inbox rules; third-party apps that have been granted access; and
administrator accounts and their sign-in methods.

2. Website and hosting

Your website appears to be hosted with a shared web host, separate from your office (Exhibit D). From one
ordinary visit to the home page we noticed the site runs on WordPress with a version and a component that
appear older than the current releases, and that common security headers were not observed. Updating the
platform and components, and asking your host to add standard security headers, are routine maintenance
items. It's also worth confirming that the hosting control panel, FTP and DNS accounts each use unique
credentials with MFA where offered. A portal. address still resolves (Exhibit C); worth confirming it is still
needed.

Patient-facing pages

On the appointment page we noticed a third-party advertising/tracking pixel. For medical practices this is worth
reviewing with your compliance contact, since guidance on tracking technologies on patient-facing pages has
changed and is still being worked out. This is general information, not legal advice.
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3. Phone and business listings

Your published business number is (252) 555-0148. Two low-pressure items are worth a look: ask your phone
carrier to add a port-out PIN, which helps keep the number from being moved to another carrier without your
approval; and if your phone service is internet-based, confirm that the admin portal for it uses multi-factor
authentication. It's also worth making sure the number, name and hours match across your website and your
Google Business Profile.

4. Internet-facing services

Using the office address recorded when your questionnaire was submitted, public internet scan data (Netlas)
reported the following services on 203.0.113.42 (Exhibit B). We have not verified the current configuration.

Port What it appears to be Why it may be worth a look

443 | TCP Remote-access VPN web portal  Remote-access products receive important security updates.
Confirming the model, firmware and installed updates will
show whether any apply, and whether all users sign in with

MFA.

500/ UDP VPN key exchange (IKE) Consistent with a remote-access VPN being enabled. Worth
confirming the configuration with whoever manages the
firewall.

37777 | TCP Camera recorder (NVR) The reported firmware appears older and should be checked

against the maker's current firmware for this model. It's also
worth deciding whether the recorder needs to be reachable
directly from the internet, or whether viewing can go through
the VPN or the vendor's app.

* Who manages the firewall and internet connection?
e |s the remote-access portal intentionally in use, and do all users sign in with MFA?

» Who manages the camera recorder, and could remote viewing go through the VPN instead of directly
from the internet?

For reference: internet service registration

The registration record (RDAP) lists this address block under an older ISP assignment (Exhibit E). Records like
this are common and this is shared only as background.
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5. What we looked at, and what we did not

Looked at (public sources and one home-page visit):

e Email authentication (SPF, DKIM, DMARC, MTA-STS, TLS-RPT, DNSSEC)
e Domain registration, renewal and transfer lock

¢ Website hosting, platform, certificate and one home-page visit

e Public internet scan data for the submitted office address

e Business phone number and public listings

Did not look at: anything requiring access to your systems or accounts. We did not scan or test your
network, log into anything, or review the inside of your Microsoft 365 tenant. Those are part of a deeper
review, done only with your written permission.

6. Tools used and sources

Every observation in this report comes from one of the sources below. Each was used passively: we looked up
what had already been recorded, plus one ordinary visit to your public home page. A copy of each record is
attached as an exhibit.

I Email authentication review Exhibit A
What it is A read of your domain's public email-authentication records (SPF, DKIM, DMARC and related).
Used for Section 1.
Captured Oct 7, 2026.

I Internet scan data (Netlas) Exhibit B
What itis A search service that records services already visible on public internet addresses. Findings are

presented under Gawa's branding, as its license permits.

Used for Section 4: services on the submitted office address.
Captured Last seen Oct 6, 2026.

I Certificate transparency Exhibit C
What it is Public logs of certificates issued for a domain.
Used for Section 2: certificate and subdomains.
Captured Oct 7, 2026.

I Home-page visit Exhibit D
What it is One ordinary visit to your public home page, the same as any customer would make.
Used for Section 2: platform, headers and the patient-page pixel.
Captured Oct 7, 2026.

SAMPLE - Doe Family Medical, PLLC - Free Security Assessment & Helpful Observations - Gawa Technology Group



I Public registration record (RDAP) Exhibit E

What itis The official record of who an internet address block is assigned to.
Used for Section 4 reference note.
Captured Oct 7, 2026.
Exhibits
Exhibit Description Captured
A Email authentication record, doefamilymed.example Oct 7, 2026
B Internet scan record, 203.0.113.42 Last seen Oct 6, 2026
C Certificate record, doefamilymed.example Oct 7, 2026
D Website review, home page Oct 7, 2026
E Address registration record, 203.0.113.42 Oct 7, 2026

Pages 8-12 contain the supporting records listed above and are included for reference.

If you have any questions, please feel free to reach out.

AN

TECHNOLOGY GROUP

Chase Carsey

Gawa Technology Group LLC

PO Box 7991, Rocky Mount, NC 27804
chase@gawahqg.com - 252-629-9976 - gawahqg.com
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Exhibit A Email authentication record, doefamilymed.example

Email authentication review - As of Oct 7, 2026

Domain doefamilymed.example

Mail platform (from MX) Microsoft 365

SPF Present; strict policy (-all)

DKIM Present; 2048-bit key

DMARC Present; policy p=none; no reporting address (rua)
MTA-STS Not observed

TLS-RPT Not observed

DNSSEC Not enabled at the DNS provider

Source Email authentication review, as of Oct 7, 2026
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Exhibit B Internet scan record, 203.0.113.42

Internet scan data (Netlas) - Last seen Oct 6, 2026 - Office address recorded when the questionnaire was submitted Oct 7, 2026

Address 203.0.113.42

Provider (from registration) Example Regional Broadband

Port 443/TCP Remote-access VPN web portal

Port 500/UDP VPN key exchange (IKE)

Port 37777/TCP Camera recorder (NVR); firmware reported 3.218.X
Certificate Issued Mar 2025; valid

Reported last seen Oct 6, 2026

Source Internet scan data (Netlas), delivered under Gawa branding
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Exhibit C Certificate record, doefamilymed.example

Certificate transparency (Cert Spotter) - Captured Oct 7, 2026

Domain doefamilymed.example
Current certificate Valid; expires Jan 14, 2027
Names on certificates doefamilymed.example, www.doefamilymed.example,

portal.doefamilymed.example
Note portal. subdomain still resolves; confirm it is still needed

Source Certificate transparency (Cert Spotter), captured Oct 7, 2026
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Exhibit D Website review, https://doefamilymed.example

One public homepage visit - Oct 7, 2026

URL reviewed

Hosting

Site platform

Security headers

Patient appointment page
TLS certificate

Source

https://doefamilymed.example (home page only)

Shared web host, separate from the office network
WordPress; version and one plugin appear older than current
Common security headers not observed

A third-party advertising/tracking pixel was present

Valid; expires Jan 14, 2027

One public homepage visit, Oct 7, 2026
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Exhibit E Address registration record, 203.0.113.42

Public registration record (RDAP) - Captured Oct 7, 2026 - FYI only

Address block 203.0.113.40/29

Registered to Example Holdings LLC (older ISP assignment record)

Registered 2011

Note Common ISP record; shared for reference only. Nothing needed.
Source Public registration record (RDAP), captured Oct 7, 2026
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